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Sensitive Content Manager
Detection. Classification. Action.  
Raising the Bar for SharePoint Data Loss Prevention

Raising the Bar for 
SharePoint Data Loss 
Prevention
Organizations operate 
in challenging regulatory 
environments against a backdrop 
of highly public data breaches 
which results in requirements for 
properly identifying and securing 
terabytes of content. The 
complexity of governing, tracking 
and securing this content has 
been magnified due to the 
growth of content management 
systems, like Microsoft 
SharePoint, which enable content 
collaboration on an enterprise-
wide scale. Metalogix Sensitive 
Content Manager combined with 
Metalogix ControlPoint provide 
wide ranging content detection 
and classification to support 
comprehensive enterprise- 
wide security, governance and 
compliance strategies.

Superior Approach, 
Superior Results
Metalogix redefines Data Loss 
Prevention (DLP) for sensitive 
content such as PII in SharePoint 
both on-premises and in the 
cloud. Our solution provides 
deeper insights into what 
content you have and where it 
resides, especially sensitive data 
and personal information.

Confidently Detect 
Sensitive Data and PII
Metalogix Sensitive Content 
Manger provides a highly 
accurate and flexible out of 
the box solution for detecting 
PII inside enterprise content 
management systems that can 
also be customized to meet 
specific client needs. Scan, 
detect, and validate content 
sensitivity in minutes, not days. 

Classify content by assigning 
risk level, customized to your 
information security architecture. 
Receive exceptional accuracy 
on pre-defined data types and 
custom nomenclature, like a 
unique personal identifier or the 
name of confidential project.

Take Action
Upon detection of PII content 
that exceeds permissible 
thresholds, ControlPoint can 
alert, isolate, or remove policy 
violating files. Custom workflows 
can be architected with ease to 
enforce corporate governance 
strategies while reducing the 
workloads on SharePoint 
administrators, content owners 
and compliance officers.
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Quest provides software solutions for the rapidly-changing world of enterprise IT.  We help simplify the challenges caused by data 
explosion, cloud expansion, hybrid datacenters, security threats and regulatory requirements.  Our portfolio includes solutions for 
database management, data protection, unified endpoint management, identity and access management and Microsoft platform 
management. For more information about the Metalogix integration, please visit www.quest.com/quest-acquires-metalogix.

Complete Policy 
Enforcement for 
SharePoint PII
By leveraging ControlPoint’s 
existing security, compliance 
and administration capabilities, 
the addition of Sensitive 
Content Manager can enforce 
policies using the full range 
of SharePoint permissions 
management, auditing and user 
activity reporting to content 
containing PII. With on-demand 
scanning, administrators can flag 
specific libraries, sites, or site 
collections for content discovery 
or enable a real-time content 
shield to perform analysis of files 
as they are created, modified, 
moved, or destroyed.

Real-time Content 
Shield
Sensitive Content Manager can 
be deployed to automatically 
provide almost instantaneous 

detection of PII within newly 
added SharePoint Content. Upon 
detection of content containing 
PII, the upload can be blocked or 
quarantined until approved by 
designated content reviewers. For 
documents containing PII such 
as credit card or social security 
numbers, Metalogix Sensitive 
Content Manager infuses a 
higher level of real time trust and 
content awareness to prevent the 
mishandling of this sensitive data.

Ready to Go Out of 
the Box
Our solution is ready to go from 
day one. Lengthy consultative 
configuration exercises such 
as rule configuration are 
now an element of the past. 
With Metalogix Sensitive 
Content Manager you get 
instant protection and an 
immediate start on your return 
on investment.

Tech Specs
Supported Systems

 �SharePoint Server 2016 
 �SharePoint 2013 (Server & 
Foundation)
 �SharePoint 2010 (Server & 
Foundation)
 �SharePoint 2007 (MOSS, WSS 3.0)
 �Windows Server 2003, 2008 or 
2012
 �SQL Server 2005, 2008 or 2012
 � Internet Explorer 8, 9, 10 & 11, 
Chrome, Firefox
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