Metalogix” ControlPoint

Simplified SharePoint governance and security

Sprawl across on-premises and online
SharePoint environments has made secur-
ing content a massive challenge. End
users routinely store, access and dissem-
inate data in ways that bypass corporate
safeguards and administrator oversight.

In addition to most organizations not
taking the necessary steps to protect their
business-critical data, up to 79% of orga-
nizations that have deployed SharePoint
lack the tools to support the safe use of

sensitive or confidential information assets.

Metalogix® ControlPoint offers complete
security and information governance for
SharePoint whether on-premises, online
or a hybrid of the two. Confidently secure
and protect your SharePoint environ-
ment from internal and external threats
with complete SharePoint permissions
management, auditing, reporting and
governance policy enforcement. With
ControlPoint, you can:

« Automate common SharePoint
management tasks

- Audit and alert admins of
non-compliant access and sharing

« Prevent unwanted changes to security
and configurations in real time

tify, manage and remediate confidential
content, including PII, PHI, PCI, etc., to
limit risk of unwanted data exposure in
your SharePoint environment.

FEATURES

Comprehensive permissions
management and analysis

Ensure permissions policy compliance,
prevent security breaches and
unauthorized access to sensitive content.
With ControlPoint, you can audit, clean
up and manage SharePoint permissions
and users at any scope whether granular
or across multiple farms. Review
permissions details, whether they are
directly assigned, inherited or granted
through Active Directory or SharePoint

Get a high-level overview of your entire SharePoint environment from a single

graphical dashboard.

Quest

“Instead of waiting a couple
days for a PowerShell script
to run and then clean up the
results, with ControlPoint, |

can do it myself and get the
results in a few minutes.”

Tanya Shmat, systems analyst,
City of Bellevue

BENEFITS

Implement regulatory compliance
controls and safeguard information
assets within SharePoint

Streamline and centralize SharePoint
permissions management actions

Enable administrators to manage
and enforce group permission
levels at any scope

Ensure proper segmentation
and isolation of regulated
data, like PII, PHI and PCI

Gain visibility into end user adoption
by studying activity and growth
trends across any time and scope

Identify stale or unused content as
well as orphaned users to streamline
content and permissions cleanup
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policies regarding the access to and
auditing of the data, and prevent mishan-
dling of sensitive content.

Usage and activity reporting

Gain greater visibility into end user
activity with centralized SharePoint ABOUT QUEST
reporting menus and reports — without
requiring custom PowerShell scripts.
View reports on what content is being
viewed and used without requiring
admins and site owners to generate and
manage massive spreadsheets of data.
ControlPoint also enables you to discover
where your organization’s most valuable
information resides by monitoring
individual user activity.

Quest provides software solutions for
the rapidly changing world of enter-
prise IT. We help simplify the challenges
caused by data explosion, cloud expan-
sion, hybrid data centers, security threats
and regulatory requirements. Our port-
folio includes solutions for database
management, data protection, unified
endpoint management, identity and
access management and Microsoft plat-
form management.
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